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How to setup LZTP VPN Dialer for Windows 10

In this document, we will guide you to create a regular VPN dialer with one
noteworthy exception, that we will set the system to NOT use it as the “Default
Gateway” when connected. Skipping this step will limit the connecting computer’s
surfing speed to the VPN server’s upload speed (usually slow) because all of it's
traffic would be routed through the VPN connection and that’s not what we want.

To start the connection wizard, go to “Network and Sharing Center.”

1. Click the network icon in the system tray and “Open Network and Sharing
Center”

Currently connected to:

Metwork
Internet access

Open Metwork and Sharing Center
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2. In the Network center click on “Set up a new connection or network”.

Lt Network and Sharing Center

i :...: » Control Panel » All Control Panel ltemns » MNetwork and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing GS5-MATRIX 9 Access type: Internet
settings Public network Connections: il Wi-Fi (G5-MATRIX)

Change your netwaorking settings

'{Lﬁ- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
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3. Select “Connect to a workplace” and then “Next”

? Set Up a Connection or Metwork

Choose a connection option

% Connect to the Internet
Set up a broadband or dial-up cennection to the Internet.

%. Set up a new network
@, et up a new router or access point.

L'. Manually connect to a wireless network
@, Connect to a hidden network or create a new wireless profile,

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

Cancel

4. Click on the first option of “No, create a new connection” and select VPN
Connection.

<« |__i|i'.l Connect to a Workplace

Do you want to use a connection that you already have?

(®) Mo, create a new connection

(D) ¥es, I'll choose an existing connection

W (IVPN Connection ”
 JWAN Miniport (LITP)
A.: PPTP-Test
=@ WAN Miniport (PPTF)
L_.-. VPM Connection 2
=@ WAN Miniport (PPTF)
B . testinal =

You will be asked to choose an option how you want to connect. Select, “Use my
Internet Connection (VPN)”
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< |_:;] Connect to a Workplace
How do you want to connect?

—» Use my Internet connection (VPN)

Connect using a virtual private network (VPM) connection through the Internet.

— Dial directly

Connect directly to a phone number without going through the Internet.

A [P

Cancel

5. Set the address of your VPN server as seen from the internet either by DNS-
name or IP.

<« |_:;] Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 180.20.56.48

Destination name: L2TP Test Dialeq

[JUse a smart card
Remember my credentials

E;' ] Allow other people to use this connection

This eption allows anyone with access to this computer to use this connection.
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6. Set appropriate destination name and set the username and password and press
create.

<« |_:;3 Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 180.20.56.48

Destination name: L2TP Test Dialed

[ Use a smart card
Remember my credentials

E;' [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

7. After creating the L2TP test dialler, right click on it and press connect.

The connection will show you this prompt at first, but it's normal. Select the second
option, “Set up the connection anyway”

r —_—

—_
@ |::I:I Connect to a Workplace
- P
Connection failed with error 868
W | | |
The remote connection was not made because the name of the remote access server did -
not resolve,

# Try again

< Set up the connection anyway @

< Diagnose the problem

Cancel




8. Back in the “Network and Sharing Center" click on “Change adapter settings”.

’_.L:' 8 « NetworkandIntemet » Network and Sharing Center Search Control Panel

Control Panel Home : , ; ; 5
View your basic network information and set up connections

Change adapter settings !L = @ See full map
Change advanced sharing

settings WIN-30ULOCTMRGK MNetwoark Internet
{This computer)

View your active networks Connect or disconnect
~ Network Access type: [nternet
Pubhc network Connechions: § Local Area Connection

Change your networking settings

"E. Set up a new connection ar network
-

Set up a wareless, broadband, dial-up, ad hoc, or VPN connection; or set up a router of access
point.

Go to Network connections, right click and select “Properties”

E' Metwork Connections

- =

« v 4 ﬁ-' » Control Panel » Network and Internet » Metwork Connections » w | 0 Search Network Connections @
Organize « Start this connection Rename this connection Delete this connection Change settings of this connection s ~ [ 0
— Bluetooth Network Connection — Broadband Connection — Ethernet - Ethernet 3 — Ethernet 5
‘\-ﬁ Not connected l-"‘ Disconnected t Disabled l- Disabled l\-ﬁ Network cable unplugged
® @ Bluetooth Device (Personal Area ... =P WAN Miniport (PPPOE) ST Realtek PCle GBE Family Controller & Windscribe VPN & @ TAP-Windows Adapter V9
~ L2TP Test Dialer = (@ mtnl — PPTP-Test —~ testing1 — VPN Connection
l""." Disconn| & e l o hected l.,'!'_?, Disconnected l!'!'.’, Disconnected l.!'!'." Disconnected
KT nnect / Disconnect . f " wa ini f ¥ W . (L7 ¥ . e
ig2 WAN M - iniport (PPPOE) ig7 WAN Miniport (PPTP) &> WAN Miniport (L2TP) [g2 WAN Miniport (L2TP)
Status
L Yo -
=g Disconn Set as Default Connection RIX 9
ig2 WAN M| B321AE Wireless LAN 802....
Create Copy

Create Shortcut
G Delete
G Rename

G Properties

12iterns 1 item selected = &
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In Properties, select Security -> Advanced Settings
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- v El » Control Panel » Metwork and Internet > Metwork Connections > w | O Search Network Connections @
Organize » Start this connection Rename this connection Delete this connection Change settings of this connection sk v [ 0
— Bluetooth Metwork Connection ~ Broadband Connection — Ethernet — Ethernet 3 Ethernet 5
'L. Mot connected l‘- =  Disconnected —_'l"" Dulemlelosd L" Diembied Network cable unplugged
b4 9 Bluetooth Device (Personal Area ... A Miniport (PPPOE) = LZTP Test Dialer Properties X leribe VPN TAP-Windows Adapter V9
—~ L2TP Test Dialer mtnl " 3 = 1 — VPN Connection
Gi | O Security  MNetworki Sh ]
l‘- -".’ Disconnected Disconnected Ll ptians Ll == nected l‘- = Disconnected
|22 WAN Miniport (IKEv2) Type of VPN: Miniport (L2TP) \ Miniport (L2TP)
2 Tunneling Protocol with IPsec (L2TP/P:
[ WPN Connection 2 =T ocoTw ol gec e
= Disconnected
& M Miniport (PPTP) Data encryption
Optional encryption {connect even if no encryption) w
Authertication

(0 Use Extensible Authentication Protocal (EAF)

Properties

(®) Allow these protocals

[[] Unencrypted password {PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

0K Cancel

12items 1 item selected

In Advanced Properties of L2TP, select the option “Use preshared key for
authentication and enter the key”

&
=
« v » Control Panel » MNetwork and Internet » Metwork Connections » v O Search Metwork Connections @
Organize « Start this connection Rename this connection Delete this connection Change settings of this connection s- + [ o
Bluetooth Network Connection — Broadband Connection —~ Ethernet — Ethernet 3 Ethernet 5
Mot connected l'- P isconnected L— Priebled L——

Pimbed

| Miniport (PPPOE) g seribe VPN K

Metwork cable unplugged

K &) Bluctooth Device (Personal Ares .. TAP-Windows Adapter V3

l L2TP Test Dialer

VPN Connection
S Disconnected

General Options Security Networking  Sharing g

. . pnected Discennected
&> WAN Miniport (IKEv2) =P WAN Miniport (PPPOE) Type of VPN Miniport (L2TP) WAN Miniport (L2TP)
Layer 2 Tunneling Protocol with IP L2TP/IP:
[ VPN Connection 2 Wi-Fi = oecw el rec] e
S Disconnected * G5

— Advanced settings
\ Miniport (PPTP) aﬂﬂ Realtek &

Wireless LAMN 202, Data encryption:
Optional encryption (cor

Advanced Properties X
Authertication

LaITe
(O Use Extensible Auth

(®) Use preshared key for authentication

Key: | test123458

@ Alow these protocal | () Use certificate for authentication

Werify the Name and Usage attributes of the server’s certificate

[[] Unencrypted pat
Challenge Hand:
Microscft CHAP
[ Automatical

password (ar Cancel

OK Cancel

12items 1 itemn selected
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Go to networking tab of L2TP Test Dialer Properties and check Internet Protocol
Version 4 (TCPIPV4)

E.I
« v E‘ » Control Panel » MNetwork and Internet » MNetwork Connections » v & Search Network Connections @
Organize « Start this connection Rename this connection Delete this cennection Change settings of this connection -« [ 0
— Bluetooth Network Connection — Broadband Connection — Ethernet — Ethernet 3 Ethernet 5
L Mot connected l.' Disconnected f‘g" Dliemlelesd L' Diembled Metwork cable unplugged
b4 @ Bluetooth Device (Personal Area ... =P WAN Miniport (PPPOE) & L2TP Test Dialer Properties X feribe VPN TAP-Windows Adapter V9
l » L}.‘_TP Test Dialer l mtnl General | Options | Securiy  Metworking | Sharing gl l » VFN Connection
= =g Disconnected — Disconnected nected —ae onnected
g2 WAN Miniport (IKEv2) =P WAN Miniport (PPPOE) This connection uses the following items Miniport (L2ZTP) Miniport (L2TP)
[ VPN Connection 2 —~

&
L Wi-Fi g Intemet Protocol Version & (TCP/IPwE)
'.J Disconnected : - MATRI Intemet Protocol Version 4 IPvd)
&7 WAN Miniport (PPTP)

5 File and Printer Sharing for Microsoft Networks
E Client for Microsaft Networks

Wireless LAN 802,

Glnsiall... G'Jnimstaﬂ

Description

Properties

Transmission Cortrol Protocol /Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

Cancel

12iterns 1 item selected

i
&« v A * » Control Panel » Network and Internet » Metwork Connections » ~ | D pel
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection ~ [ o
— Bluetooth Network Connection — EBroadband Connection — Ethernet - Ethernet 3 Ethernet 5
: Mot connected l— ~ E - L Pimmbnlest L: Pim=bled Network cable unplugged
X 9 Bluetooth Device (Personal Area ... | = G eeellas i, TAP-Windows Adapter V9
l"- L2TP Test Dialer { - VPN Connection
. Disconnected General Advanced TCP/IP Settings X
AN Miniport (IKEv2) | Miniport (PPPOE) |
- - You can get IP settings assigned automatically f your network IP Settings  DNS ~ WINS
l _ VPN Connte(timn 2 \6,\27::'1 TR supports this capability. Ctherwise, you need to ask your network
A S-MATRIX
» cm;ec. = (PBTP) dim Realtek 38214 Wireless LAN 202 administrator for the appropriate: IP seftings This checkbax only applies when you are connected to a local
& Miniport ( ) tealtek B321AE Wireless LAN 202, network and a dial-up network simultaneously. When checked, data
(® Obtain an IP address automatically that cannot be sent on the local network is forwarded to the dial-up
network.
(D) Use the following |P address:

Use default gateway on remate network
Disable class based route addition

(®) Obtain DNS server address automatically

() Use the following DNS server addresses:

[ ]
]

Automatic metric

Advanced...

OK Cancel

Canc

12items 1 itemn selected

NOTE: By checking the default gateway, all the traffic is routed to the firewall.
If not checked, only the network traffic is routed to the firewall.
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9. Find the dialer we have just created, right click it and now press “Connect /
Disconnect”

E-' Network Connections - x
« v ;\ » Control Panel s MNetwork and Internet 5 Network Connections v O Search Metwork Connections Q@
Organize « Start this connection Rename this connection Delete this connection Change settings of this connection s » [ o
— Bluetooth Network Connection — Broadband Cennection — Ethernet — Ethernet 3 — Ethernet 3
'...'!:' Mot connected l'- Disconnected 'l- > Disabled L" Disabled L MNetwork cable unplugged
) Bluetooth Device (Personal Area ... =P WAN Miniport (PPPOE) GE7 Realtek PCle GBE Family Controller @2 Windscribe VPN ¥ TAP-Windows Adapter V2
- L2TP Test Dialer = = — PPTP-Test — testing1 VPN Connection
L g Disconnected Connect / Disconnect 'l- -".'- Disconnected L -".'- Disconnected l- ~ g Disconnected
g2 WAN Miniport (L2 Status POE) [§5 WAN Miniport (PPTP) [g5 WAN Miniport (L2TP) g7 WAN Miniport (L2TP)
[- VPN Cennection 2 Set as Default Connection
-".‘- Disconnected
&2 WAN Miniport (PP Create Copy reless LAN 802....
Create Shortcut
& Delete
& Rename
E; Properties
12items 1 item selected B

While this step is optional, for a faster connecting dialer, you can set the “type” of
VPN to PPTP under the “Security” tab.

Settings - X

& Home VPN

Make Windows better.

) Mobile hotspot Give us feedback

0,? L2TP Test Dialer

Find a setting o VPN Related settings
Change adapter options
Add a VPN connection
MNetwork & Internet + Change advanced sharing options
& Status PN /PN Connection Network and Sharing Center
6:)
& Wi-Fi Windows Firewall
PPTP-Test
< Dial-up
Have a question?
testingl
I o \/PN estng Get help
2= Airplane mode VPN Connection 2

@G Data usage

Connect Advanced options Remave
& Proxy

Advanced Options

Allow VPN over metered networks

@D on




%t Home

Find a setting »L

Network & Internet
& Status

7  Wi-Fi
Dial-up

| = ven

3= Airplane mode

) Mobile hotspot

@

Data usage

& Proxy

<

PN

Add a VPN connection

O'K’ VPN Connection

Windows Security
QK) PPTP-Tes

+

. Sign in
testingl | test |

LA ILI 2L LX) an
VPN Con

OK Cancel
L2TP Test
Connecting to L2TP Test Dialer
Cancel

Advanced Options

Allow VPN over metered networks

@ on

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Center

Windows Firewall

Have a question?

Get help

Make Windows better.

Give us feedback

1124 AM
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You should now be able to access all the computers on your network from the

windows 10 client.
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