SYSTEM-SNMP-Configure.

This menu allows the administrator to configure the Firewall to send relevant information notification
events as SNMP traps to the configured host(s). You will need software which can catch these traps and
create relevant reports.

Configure the Agent information like Name, location of the Firewall, contact information and a test
description.
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SYSTEM-SNMP-Access Policy

Shows the different SNMP communities which have been configured. This menu allows you to define
community name, the IP Address/ Network which would be able to query the SNMP server running on
your firewall and the access is always read-only. In SNMP access policies IP field, give ip address of
machine on which you are configuring PRTG.

NOTE : To Enable Polling port 161 should be opened from the logging IP to the firewall IP.

Gajshield: Web based Administration and Management Tool - Mozilla Firefox
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SNMP -SNMP Trap Settings

In this section you can add the community names and the corresponding IPs on which the Traps would
be configured by those communities. The static Traps configured currently are :

1. Authorization Failure Trap : Unauthorized SNMP Command Notifications
2. Cold Start Trap : SNMP Agent Start/Stop Notifications
3. Link Up/Down Trap : Ethernet Link Up/Down Notifications
4. Process Check Trap : Specific Process MIN/MAX Values and currently running Notifications

Gajshield: Web based Administration and Management Toal - Mozilla Firefox
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System-SNMP-Start Service
Show whether the SNMP server is running and you can start and stop the SNMP server.

Gajshield: Web based Administration and Management Toal - Mozilla Firefox
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Now you add a rule for SNMP in firewall.
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SNMP Client Side Settings

Download PRTG from Internet install it, and that application

@ PRTG Traffic Grapher - default.prig

File Edit Wiew Tags Extras Help Order Upgrade

\&'® PRTG Traffic Grapher
U

@ Click here to create your first senzor

6.2,1.950 Freewars Edition 100 refreshs 0% CPU Load

Here click on PRTG Traffic Grapher and follow the below steps to setup PRTG Traffic
Graph



Click Next Tab to proceed .....

Add Sensor Wizard |

Welcome to the Add Sensor Wizard

Thiz wizard will quide pou step-bp-step through the zetup of new zenzors for manitonng with PRTG Traffic
Grapher.

Creating new zenzorz involves three main steps:
1. Selecting the data acquisition technology
2. Selecting the devicesserver and scanning it for available senzors

3. Selecting the new senzors and chaoozing a group as well as an interval

Mate: IF pou want PRTG Traffic Grapher to scan pour nebwork, automatically for SHMMP enabled devices
pleaze use the Automatic Metwork Dizcovery to create SHMP bazed senzors.

Pleasze clhck "Mext' to continue!

EIPAESSLER

4 Back

LCancel ||




at this window you select SNMP, and click on Next button.

Add Sensor Wizard |

Data Acquisition Type G
&
U

Pleaze zelect the desired technology to acquire monitoring data J

* SMMP (Simple Network Management Protocol)
" Packet Sniffing

" Metflow Collector

" Latency Monitoring

" Sensor Aggregation

rHelp: SMMP [Simple Metwork Management Protocol]

SHKP iz the mozt common method of gathering bandwidth and network, uzage data. Commonly used bo monitor the
bandwidth uzage of roukers and switches port-by-port. Alzo offers monitoring device readings like disk zpace, free
memary, CPL load etc. Recommended for most standard situations.

+ Cauzes zmallezt CPL and network: load

+ [fferz in-depth monitoring of Windows Systems using SMMP Helper

« horitorz any OID walue that iz acceszible by SHMP

+ [oez not zupport differentiation of traffic by service/protocol.

Learn Mare...

¢ Back I Mext » I LCancel ||




Select Standerd Traffic Sensor

Add Sensor Wizard |

SHMP Sensor Type Selection
Fleaze zelect the desired zenzor type

& Standard Traffic Sensor

" SMNMP Helper Sensor |AII LI

" From OID/MIB Library | vI

" Custom SNMP Sensor

" Device Template |[Nu:. templates found) j

rHelp: Standard Traffic Sensor

Chooze thiz option to monitar the bandwidth going in and out of a network device. [sez MIB-1l Standard)

¢ Back I Mext » I LCancel ||




Fill the Information

Device Name : Gajshield

IP Address/DNS Name : local IP of Firewall.

SNMP Version: Select V1

SNMP Port: 161

SNMP Communities String : Give Communities Name you configured in Firewall.
Click on Next Tab.

Add Sensor Wizard x
: Device Selection
Pleaze enter the device connection data @

Device Mame/blias; |Gai3hield
IP &ddress/OMNS Mame: |1 92168.2.175
SHMP Yersion: * ¥1: Most commonly used. Ty this one if you are not surel

" ¥2c: Supports B4 bit counters [use this e.q. for Gigabit links]
" W3 Supports authentication and/or encryption

SHMP Part: 161 p4|

SHNMP Community String: |F'u|:u|i|:




Select Required Ethernet, and select the value to monitor is Bandwidth and click Next.

Add Sensor Wizard n

Sensgor Selection
Pleaze zelect the sensors to create

©

#1 (lo), Software Loopback, Connected, 10000 kb/s, 32bit Counter
2 [eth0], Ethernet, Connected, 100000 kb's. 32bit Counter
#3 [eth1]. Ethemnet, Connected, 100000 kb/'s, 32bit Counter All

H4 [eth], Ethernet, Mot Connected, 0 kb/s, 32bik Counter

#5 [eth3], Ethernet, Mot Connected, 0 kb/s, 32bit Counter -
HE (ipzecl), Ethernet, Connected, 10000 kb/s, 32bit Counter

#7 [ipsect). (Unknown type), Mot Connected. 0 kb/s, 32bit Counter
H3 (ipzecd), [Unknown tppe], Mot Connected, 0 kb/z, 32bit Counter Connected
#9 (ipzec3), [Unknown tepe], Mot Connected, 0 kb/s, 32bit Counter

i

o ) 1 ] P [ [ [ [

| Hide portz with exizting sensors

Select the value to monitor: Bandwidth ﬂ

Irfa:

Connected to "'Pres ales" -
Mame: Ritezh

Contact: riteshi@gajshield. com

Location: Yashi j

LCancel |

¢ Back Mext »




Select Required Information, or leave it default and click on Next tab.



2 PRTG Traffic Grapher - default.prtg

File Edit View Tags Extras Help Crder Upgrade

Add Sensor Wizard

Additional Settings
Please select the sensor settings

Insert Into Sensorlist Below:

|¥ Create Mew Subgroup Iﬁaishield

Scanning Interval [5] 30 [10 to B0 seconds recommended)]

Tags [comma separated), I Select |

< Back I Finish I Cancel
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Now you are on PRTG Traffic Grapher.

@ PRITG Traffic Grapher - default.prig !En
Fil= Edit View Tags Extras Help Order Upgrade
[Views [Sensas ] View: Dato of Selected Sonsorts]

® @ @ ® @ Graph I Table: 24 Hoursl Table: 30 Days] Table: 365 Days]
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Congratulation you had successfully configured SNMP with PRTG Traffic Grapher.



