GajShield

recognized in

(}artner's 201§

; Asia/Pacific Context: \/

(] ‘Magic Quadrant for \
), Enterprise Network
N Firewalls’

-

-

Release Notes WebUI Patch

Patch for firmware version - 3.1
Release Date: 09/03/2019

Fixes/Upgrades:

Included support for TLSv1.2
SSLv2 protocol is no longer supported
Fixed chunk header parsing defect

Fixed CVE-2018-1312 weak digest auth nonce generation
vulnerability

Improved performance by upgrading the multi-processing module
. Stop leakages in authentication module

7. Fixed crash in header handling code which allowed a denial of
service attack

8. Handled Zlib header and validation bytes received in multiple
chunks
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How to Apply:

Apply the downloaded patch on the GajShield firewall at Management
-> Updates -> Patch. Wait for a few minutes as the patch restarts the
WebUI.
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