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How to setup PPTP VPN Dialer for Windows XP

This document will guide you to setup PPTP VPN dialer for Windows XP.

We will create a regular VPN dialer with one noteworthy exception, that we will set
the system to NOT use it as the “Default Gateway” when connected.

Skipping this step will limit the connecting computer’s surfing speed to the VPN
server’s upload speed (usually slow) because all of its traffic would be routed
through the VPN connection and that’s not what we want.

We need to start the connection wizard, so we will go to control panel.

1. Go to “Start” and then “Control Panel”.
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Note: If your system is setup with the “Classic Start Menu” you need to just
point on the “Control Panel” icon and then select “Network Connections”.

2. In “Control Panel” double click “Network Connections”.
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3. Double click “New Connection wizard”.
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4. In the “New Connection wizard” welcome screen click “Next”.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:
* Connect to the Internet,

* Connect to a private network, such as vour workplace
hietwork.

* Setup a home ar small affice netwark:,

To continue, click Mest.




5. Select the “Connect to the network at my workspace” option and then “Next”.
Mew Connection Wizard

Metwork Connection Type
YWhat do you want bo do’?

") Connect to the Internet
Connect to the Internet 20 vou can browse the \Web and read email.

I¢@j Connect to the network at my workplace
Connect to a buzsiness network [using dial-up or WPH] 20 pou can work, from home.,
a field office, or another location.

) Set up a home or zmall office network
Connect to an exizting home or small office network or zet up a new one.

() S5et up an advanced connection

Connect directly to anather computer using vour senal, parallel, or infrared part, or
zet up this computer zo that ather computers can connect to it

< Back l@i Cancel

6. Select the “Virtual Private Network connection” option and then “Next”.

Mew Connection Wizard

Metwork Connection
Haow do pou want to connect to the netwark, at your workplace?

Create the following connection;

) Dial-up connection

Connect using a modem and a regular phone line ar an Integrated Services Digital
Metwork, [IS0M] phone line.

I&' Yirtual Private Metwork connection
Connect to the netwaork, uzing a wirtual private netwark [P connection over the

|nternet.

< Back m Cancel

7. Give a name to the VPN connection.
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Mew Connection Wizard
Connection M ame
Specify a name for thiz connection to your workplace.

Type a name for thiz connection in the following bos.

Company Mame

|dialer name here

For example, you could type the name of your warkplace or the name of a zerver you
will conmect o,
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8. Type in the name of your VPN server, i.e. DNS name or firewall IP address.

MNew Connection Wizard
¥YPH Server Selection
"What iz the name or address of the YPH server?

Type the host name or Internet Pratacol [IP] address of the computer to which you are
connecting.

Hoszt name aor IP address [for example, microzoft. com or 157.54.0.1 );

wour zerver's DNS-name ar [P kere

¢ Back m Cancel

9. Optionally you may choose to “Add a shortcut to the desktop” and “Finish”.
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Mew Connection Wizard

Completing the New Connection
Wizard
Y'ou have successfully completed the stepz needed ta

create the following connection;

dialer name here
* Share with all ugers of thiz computer

The connection will be zaved in the Netwark,
Connections folder.

[ ]4dd a shortcut o this connection to my desktop

To create the connection and cloge this wizard, click Finizh.
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10. Now comes the tricky part, it is vitally important you do NOT try to connect
now and go into the dialer’s “Properties”.

Connect dialer name here EJ[E|

ser name: | |

FPazzword: | |

[ ] Save thiz user name and password for the following users:

Arpone who uses this compute




Configure the Security tab as show below.

& PPTP ¥YPN Properties

I_-General .I:Ipticuns Security |Netwu:urking. | Advanced

Security optionz
(%) Typical [recommended settings]

W alidate my identity az follows:

| Require secured pazsword A |

[ Automatically use my 'windows logon name and
pazzword [and domain if any)

[ ] Require data encruption [dizconnect if nane)

) &dvanced [custom settings)

|IPSec Settings...

[ OF. H Cancel ]

12. Go to the networking tab and change the “Type of VPN” to “PPTP VPN” as
shown in the picture below (this is optional but will shorten the time it takes to
connect) then go into “Properties”.

# dialer name here Properties

| General .I:Ipticuns .Securitydvanced

Type of WPN:

[PPTP PN -
1y

.g', File and Printer Sharing for Microzaoft Mebworks
g Client for Microgoft Metwaorks

[ [mgtall... I pirystall

Dezcription

Tranzmizzion Contral Pratocol/internet Protocal. The default
vaide area network, protocol that provides communication
across diverse interconnected netwarks,




13. On the next window, go into “Advance” without changing anything else.

Internet Protocol (TCP/IP) Properties Elgl

General |

'ou can get [P zettingz assigned automatically if your network,
supports thiz capability. Othenwize, you need to azk paur nebwork,
adminiztrator for the appropriate [P settings.

() Obtain an IP addrezs automatically
{7 Use the follawing IP address:

%) Obtain DMS server address automatically
) Use the follawing DMS server addresses:

Coverceiz )

[ Ok ” Cancel ]

14. On the next window, uncheck the “Use default gateway on remote network”
option. Unchecking the default gateway ensures that only network traffic is routed
on the firewall

Advanced TCP/IP Settings

General | DNS | wiNS

Thiz checkbax only applies when you are connected to a local
netwark, and a dial-up network, zimultaneouzly. When checked, data
that cannot be sent an the local network, iz fonvarded to the dial-up
niebwork, I

[]Use default gateway on remate netwark.




15. Now enter the connection’s credentials as you set them on the server and
connect.

?)X

Connect dialer name here

Uzer name:; hiowtogeek:

Faszward: (TTITTY Y]]

[“]5ave thiz uzer name and password for the following uzers:

() Me only
{3 Anyone wha uzes this computer

'l" Cancel H Froperties H Help

You should now be able to access all the computers on your network from the XP
client.



