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How to Setup PPTP VPN Dialer on Windows 7

In this document, we will guide you to create a regular VPN dialer with one
noteworthy exception, that we will set the system to NOT use it as the “Default
Gateway” when connected. Skipping this step will limit the connecting computer’s
surfing speed to the VPN server’s upload speed (usually slow) because all of it’s
traffic would be routed through the VPN connection and that’'s not what we want.

To start the connection wizard, go to “Network and Sharing Center”.

1. Click the network icon in the system tray and “Open Network and Sharing
Center”
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2. In the Network center click on “Set up a new connection or network”.
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3. Select “Connect to a workplace” and then “Next”.

k-:) '@' Set Up a Connection or Network

Choose a connection option

“% Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Ly et up @ new network
-a@  Configure a new router or access point,

Connect to a workplace
et up a dial-up or VPN connection to your workplace

JI.r--.l Set up a dial-up connection

Connect to the Internet using a dial-up connection,

[ Cancel

4. Click on the first option of “Use my Internet connection (VPN)".

@ L:I:I Connect to a Workplace

i

How do you want to connect? G

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

@ o
< Dial directly

Connect directly to a phone number without geing through the Internet.
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5. Set the address of your VPN server as seen from the internet either by DNS-
name or IP.

@ L:;] Connect to a Workplace

F .

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: wour server's DMN5-name of IP address here

Destination name: dialer name

[ Use a smart card

®' [] Allow other people to use this connection

This opticn allows anyone with access to this computer to use this connection.

[T Don't connect now; just set it up so I can connect later

1@’ Cancel ]

6. Even though it won’t connect now because we still need to go into the dialer’'s
properties, Set the username and password and hit connect.
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@ |;E| Connect to a Workplace
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Type your user name and password

User name: howtogeek
Password: [TLITTITT
[] Show characters

["] Rernember this password

Demain (opticnal):

[ Connect ]I Cancel ]
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7. After the connection fails to connect (that's normal), click on “Set up the
connection anyway”.
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@ |;EI Connect to a Workplace

il .

Connection failed with error 868

A B

The remote connection was not made because the name of the remote access server did -
not resolve,

% Try again

< Set up the connection anyway @

< Diagnose the problem

Cancel




8. Back in the “Network Center”, click on “Change adapter settings”.
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9. Find the dialer we have just created, right click it and select “Properties”.
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10. While it's optional, for a faster connecting dialer, set the “type” of VPN to PPTP
under the “Security” tab.

7 —
= dialr name Properties S ﬁ

g |
| General | Cptions | Securty 1w -|—
Type of VPN: oy

|Pairt to Pairt Tunneling Protocal (PPTF) 7]

Pairt to Poirt Tunn Protocol (PPTP)

= r Ll = || oo .
Secure Socket Tunneling Protocol (S5TF)
[KEwZ

Puthentication
(7 Use BEdensible Authertication Protocol (EAF)

T
=]

i@ Allow these protocols

[ Unencrypted password (FAF)
[f] Challenge Handshake Authertication Protocol (CHAF)
[#] Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

| ok || cancel |

11. Data encryption should be selected to “Optional encryption (connect even if
no encryption)”.



é dialer name Properties @

| General I Options | Security | Metwarking | Sharingl

Tyvpe of VPN:

| Point to Point Tunneling Protocal (PPTP) v

Data encryption: . A

letinnaI encryption {connect even if no encryption) vJ
Authentication

(71 Use BExtensible Authentication Protocal (EAF)

£l
(=]
v
i
(1]
o

i@ Allow these protocols

[] Unencrypted password (PAP)

[¥] Challenge Handshake Authertication Protocol (CHAF)
[¥] Microsoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, f any)

| ok || cance |

12. Go to the “Networking” tab, select the IPv4 protocol and go into its properties.
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= dialer name Properties

| General | Dptions I Security

This connection uses the following tems:

Metworlcing

i |ntemet Protocol Version 6 (TCP/IPvE)

<i= Intemet Protocol Version 4 (TCP/1Pv4d)

8! File and Printer Sharing for Microsoft Networks

& Client for Microsoft Networks

I “ﬂ;‘ Install ... S Lininstall

Description

r T A
(Crooetes )

Transmission Contral Protocol/Intemet Protocaol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

0K || Cancel

]

13. In the next window, click “Advanced” without changing anything else.
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Internet Protocol Version 4 (TCP/IPv4) Properties m

zeneral

You can get |P seltings assigned automatically § your networs
supports this capability. Ctherwise, you need to ask your netwark
administrator for the appropriate IP settings.

@ Obtain an |P address automatically
(™) Use the following |P address:

@ Obtain DMNS server address automatically
(") Use the following DNS server addresses:

Slharmate TS sarver
[nate LA

R

D)

| oK || Cancel |

14. On the next window, uncheck the “Use default gateway on remote network”
option, if you do not wish to route the entire traffic from GajShield firewall.



r 2 — 3
Advanced TCP/IP Settings LB |

IP Settings | DNS | WINS |

This checkbaox only applies when you are connected to a local
network and a dialup network simultaneoushy. When checked, data
that cannaot be sent an the local networ: is forwarded to the dialup
networl.

|| Use default gateway on remote network

| oK || Cancel
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15. Now enter the connection’s credentials as you set them on the server and
connect.
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K Connect dialer name w

Uzer name: howtogeek
Passwnrd BRSNS
Domain:

[#] Save this user name and password for the following users:

i@ Me only

B Anyorie who uses this computer

1@: I Cancel H Properies H Help I

That's it. You should now be able to access all the computers on your network from
the Windows 7 client.



