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How to configure L2TP over IPSec on your firewall

This section contains information about the parameters required to define the VPN tunnel.

Default Policy will by default be pre-configured with factory settings. You’ll have to create a
new policy for L2TP.

1. L2TP VPN Policy Settings

Go to VPN --> IPSec --> Policy

= GAJSHIELD

Note — Policy configuration is required to setup a L2TP tunnel. You can
configure L2TP with both ISPs

2. L2TP VPN Tunnel Configuration

Go to VPN --> IPSec --> Tunnels
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Policy VPN Failover Group | Local IPsec Key | Reserved IPs | Advanced Setup | Restart VPN

Tunnel Name

Automatic Firewall Rules:
Automatic Firewall Rule Logs:
VPN Details

Policy
Action on Restart
VPN Type

IKE Version

Local Network Details

Local Server

Gateway of Local Server
Local ID

Remote Network Details

Remote Host

Remote ID

Authentication Details

Authentication Type

Remote Certificate

Preshared Key

Save Cancel

Add Tunnel

(]

L2TPTunnel
12tp v
Passive v
L2TP v
IKEvl »

fwip-WAN v €&——— Firewall WAN IP

GAISHIELD - —
Gateway of WAN
X.509DN ¥ Interface
ANy v
X.509DN ¥
Preshared Key ¥,

Show Preshared Key:[]

Note- You’ll have to select L2TP in VPN type option since the configuration is

L2TP over IPSec.

3. L2TP Configuration

Go to VPN -> L2TP -> L2TP Options

GAJSHIEELD

LIEDetiony m

Server Name

Server IP
1P Range.

Local IP

Authentication Type

DNS Server (Optional)
Y APP Fitter
& ow ’
WINS Server (Optional)

B Reparis

Specify the following fields:

Server IP: Public IP of Firewall.

Add L2TP Option @

12t

fwip-LAN v

Start IP:

&~ Firewall LAN IP

Local bl
Primary DNS Server.

26888
Secondary DNS Server:

1.2.2.2

Primary WINS Server:

Secondary WINS Server:

IP Range: When Users connect through VPN, that time users get the IP address from the

above defined range.
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Local IP: Firewall local LAN IP.

L2TP Options | Restart L2TP

Searchin Al v o Q
Server Name || ServerIP || startip || EndIP || Local IP |] Authentication Type |
12p wip-LAN 192168512 1921685.16 1921602167  Local
Delete

4. Create a VPN User

Primary DNS Server || Secondary DNS Server |

8688 4222

Go to VPN -> Local User -> VPN Users

GAJSHIELD

(3 tions.

VPN Users

@ Configuration

& Management

o T Password
©  Firewall Confirm Password
~ ven > Local N/w IP (Optional)

& Enterprise Cloud

= Antispam

Y APPFitter

. o

B Reports

& Browsing

& s

Logout

Add VPN User Settings
test

You can create a new user or modify an existing VPN user

VPN Users.

searchin Al ~ for Q
Username | Local Niw IP (Optional) |
test 192.166.2.200

Delete

5. Rules for L2TP VPN
Go to Firewalls -> Policies -> Rules
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‘Secondary WINS Server ||
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Tasks

oW

@0

Tasks

&%
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A

e e —

:
Group Search v Al Rules v Zone | Al viTo Al v | [ Hige Inactive Rules @@ ®
Q  Diagnosis . 0O Ruen W Diwec o Inaiion v Sense G hedule Pl 208 Task:

CMS Exception Firewall Rules

0 Firewall
No Records Found
Policies
VN Global Pre Firewall Rules

This Fitmwate Version is 0ol Compalibie with CMS Global,
Group Pre Firewall Rules
o Records Found

Local Firewall Rules

o Pus LantoLAN ot LAN WpLAN  Gapacos ™ acoopt AT XD O
A e . o2 Pus Anyio Any wpLAN ’ 2 acoey = Hhxd
s P WAN fo LAN ey g WAN emole-Lox = scoept - E #ExY ¢
B fepors
AL
2 Browsng . O+ P AnyloAny . N e Gl &
s Pue Lantom mnetLAN pne. o
5 s o sl afaxd ¢
os Pus Any'o Any choudnenwon: inteme: Z accept  biockonofioenr Ul Fifler Polcy: bocknofticeres fove Faiover 0LOBAL {3 B W @
Logout SSL Doep Inspest. an
o e WA o WAN wpWAN | GajAcoess " scopt AFTIT = BExE 6
Loopback NAT GAJSHIELD
Os i WAN 10 Any WpWAN  Gan o R BExD O
AJsH
o e 1Put Ay 1o Any intsmat wnelWAN  2ip = accept  ARTime = E Bhxy o
0w et Anyio Any GAJSHIELD . i BEx W 0
S T on | gt AT HEX O
" L TR o e RYERRET Tore—— Foreer IO : e TR = 2 WK 0
ot
1Pvs LAN Zone 10 INTERNET Zone whet-LAN no acoept AT Uri Firer Poicy. biockinars B Eax

SSL Desp Inspect. off

Configure the 3 rules as specified above.
NOTE: If a user has 2 ISPs, he’ll have to configure 2 tunnels, second time with

the second ISP as the destination. (If user wants to configure L2TP with both
the ISPs)
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