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1 Overview

The purpose of this document is to demonstrate how to use the GajShield GS Series in
combination with a DIGIPASS. We will show you how to import a DPX file, how to
assign a DIGIPASS to a user and show some administrative options.

2 Problem Description

The basic working of the GajShield is based on authentication to an existing media
(LDAP, Radius, local authentication ...). To use the VACMAN Middleware with the
GajShield, the authentication settings need to be changed.

3 Solution

After configuring VACMAN Middleware and the GajShield in the right way, you
eliminate the weakest link in any security infrastructure — the use of static passwords
— that are easily stolen guessed, reused or shared.

3.1 VPN Client

Users have the ability to run their corporate client/server applications from any
location. Access can be filtered on Port, IP or IP range, giving administrators the
ability to control application access on a user or group basis.

File Server FTP Server  Web Server

. ’

- T ——

GajShield GS 3100

Application Servers

Figure 1: VPN Client
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4 Technical Concept

4.1 General overview

The main goal of the GajShield is to perform authentication to secure all kind of VPN
and firewall connections. As the GajShield can perform authentication to an external
service using the RADIUS protocol, we will place the VACMAN Middleware as back-end
service, to secure the authentication with our proven VACMAN Middleware software.

4.2 GajShield prerequisites

Please make sure you have a working setup of a GajShield GS Series device. It is very
important this is working correctly before you start implementing the authentication to
the VACMAN Middleware.

At this time this is a list of devices supported:

GajShield GS 500A
GajShield GS 1100
GajShield GS 2100
GajShield GS 3100
GajShield GS 4100
GajShield GS 5100
GajShield GS 6100
GajShield GS 7100
GajShield GS 8100
GajShield GS 400E
GajShield GS 800E

The screenshots used in the rest of this document, are taken from a GajShield GS
3100.

4.3 VACMAN Middleware Prerequisites

In this guide we assume you already have VACMAN Middleware 3.0 (VM3.0) installed
and working. If this is not the case, make sure you get VM working before installing
any other features.

DIGIPASS Authentication for GajShield GS Series - Integration Guideline V1.0
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5 GajShield configuration

Go to the web administration page of the GajShield GS Series device. This is located
at https://<ip of GajShield>=. Enter the administrative username and password.

In our case this becomes: https://192.168.2.180.

GajShield Firawall Management

Figure 2: GajShield configuration
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5.1 RADIUS Server

On the left menu, select Firewall > Networks. Make sure the Hosts tab is selected

on the main screen and click on the 0 button on the right side of the screen to add

a host.

bold SecureGate v5

L

Figure 3: RADIUS Server (1)

Add the Host ID and the Host IP of the server that has the VACMAN Middleware
installed. Click on Add to continue.

[192.156.2.50

Figure 4: RADIUS Server (2)

After adding the host it will appear in the list as shown below.

DIGIPASS Authentication for GajShield GS Series - Integration Guideline V1.0
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Figure 5: RADIUS Server (3)
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5.2 RADIUS Users

Select the Users button on the left and make sure the RADIUS tab on the right is
selected. Click on the 0 button on the right side of the screen to add RADIUS users.

/= Goaie e We base d Adkinstration and Man agement. Toot - Wimlows Internet Explocer provided by VastnData Securty

[ e r— =] cmbenrer | o7 & »

He EO e Faomss I b @ -
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TRAFFIC CHART
 PROFILE

Losour

Figure 6: RADIUS Users (1)

Enter a RADIUS Server Name. Select the correct server from the Server IP that
points to the VACMAN Middleware. Give in the Server port and the Shared Secret so
it matches the settings from the VACMAN Middleware. Click the Add button to go on.
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Figure 7: RADIUS Users (2)
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 dokinests

After adding the RADIUS server it will appear in the list as shown below.
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Figure 8: RADIUS Users (3)
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5.3 VPN Settings

Now Select VPN = IPsec on the left menu and make sure the Advanced Setup Tab
is selected.

Change the XAUTH Authentication Scheme to “radius”.
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Figure 9: VPN Settings
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5.4 Firewall Settings

Select Firewall = Policies on the left menu.

Add a rule here to enable communication between the GajShield device and the
VACMAN Middleware over the RADIUS port.
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Figure 10: Firewall Settings
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6 VACMAN Middleware

6.1 Policy configuration

Setting up the VM only requires you to set up a policy to go to the right back-end and
to add an extra Radius component pointing to the ISA server.

To add a new policy, right-click Policies and choose New Policy.

Tﬁ dpmmc - [Console Root'Digipass AdministrationISAZ006] l _|EI 5‘
n%] File  Action Miew Favorites  Window Help | = ﬁllﬂ
& = | | X |2
1 Consale Ract 1542006
1 &% Dig dministration e
g 06 ; 8 Users
% i %D\gipass
= igipass =l
i Policies
am— onents
% Bad  Bew > End Servers
goor "
5 org. New Window from Here izational Linit
Help

}creates anew policy

Figure 11: VM configuration (1)

There are a few policies available by default. You can also create new policies to suit
your needs. Those can be independent policies, inherit or copy their settings from
default or other policies.

Fill in a policy name and choose the option most suitable in your situation. If you
want the policy to inherit setting from another policy, choose the inherit option. If you
want to copy an existing policy, choose the copy option and if you want to make a new
one, choose the create option.

rewpalicy x
Narme | ¥ASCO Laks Policy.
De=ctigtion |
|

" Inhertt ciefault settings from ancther policy

Inberit from I j

T Copy all settings from another Policy

Copy | H

& Creste new Palicy with no active settings

ok | Cancel | Help |

Figure 12: VM configuration (2)

We chose to create a new policy and specify all details about the authentication policy.
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In the policy properties configure it to use the right back-end server. This could be
the local database, but also Windows (Active Directory) or another radius server
(RADIUS).

This could the same authentication service as you were previously using in the ISA
server.

e Main Settings tab

0 Local auth.: Digipass/Password

o0 Back-End Auth.: If Needed

o Back-End Protocol: Windows
e User Settings tab

o Dynamic User Registration: Yes

o Password Autolearn: Yes

o0 Stored Password Proxy: Yes

0 Windows Group Check: No Check
e Challenge Settings tab

0 2-Step Challenge Response None

o Primary Virtual DIGIPASS None

After configuring this Policy, the authentication will happen, if needed (when it does
not know the user locally), in the back-end to Active Directory. User credentials are
passed through to the VM, it will check these credentials with the AD and will answer
to the ISA server with an Access-Accept or Access-Reject RADIUS message.

21 21 2l
Challerigs Setfings | Digipass Cantrol Parameters | Challenge Settings | Digipass Cortral Parameters | ManSetings |  UserSetfngs | DigipassGeltings |
Main Settings | User Settings | Digipass Settings Main Settings User Settings | Digipass Settings Challenge Settings Digipass Control Parameters
- ~15tep Challenge/Flespon
= | = Diynaric User Registration - Pemited m
= PasswioidAutoleam Yes T Challenge Length Add Check Digt | Default =

~ Inherits from Pali Stored Password Prozy — [Yes ¥ ~25tep Challenge/Respan:

Inhesitsfrom Policy: Selest Britaitis ] Fequest Method [ Nene: -

il ic - Request Keyword
Show Effective Policy Setings R | quest Key

 Local/Back-End Authertication ‘windows Group Check BRI (Pl o

Local duih Digipavs/Passwod |~ £ Defauk Flequest Method |

& Request Keyword
BackEnd Auth. If Needed - Hothecs
" Pass requests for users not in fsted groups back to host system ~ Backup Virtual Digip:

Back-End Protacal  |windows = @ e s e Enable Backup VOP |Defaul -
- Update Histo £ Use only Back-End Authertication for users not in listed grouips: Tiroei Lt [dass] s i gesAlans

Created On 370442007 1451 22 Group List Ii Add Flequest Method | Defaul ~

Modfied On 370472007 16:61.50 e Requestkeyword |

0k | Cencel | e || Hee | T e e | OF o] Ceneel | amb | Hep

Figure 13: VM
configuration (3)

Figure 14: VM
configuration (4)

Figure 15: VM
configuration (5)
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6.2 Component configuration

For testing purposes you can change the existing RADIUS Client (default RADIUS
client that listens for all connections) by right-clicking and choose Properties.

If you already use the default RADIUS client, it would be better to create a new
RADIUS component.

"Hii dpmme - [Console Root',Digipass Administration)citris\Components]

=[]

“fy File Action  View Favorites  Window Help

JSET

e+ 0@ *xEE 2 eos T

[ Console Roat
-4 Digipass Administration
- itrix
Tl Users
% Digipass
B Policies
* {3 Camponents
[ Back-End Servers
- @ Domain

L. Z Organizational Linit

Components  (displaying first 3)

Component Type [ Location [ Polic I

# Authentication Server 10.0.10...  YM3 Administration Logon
# Citrix Wb Inkerface  10.0.10.,, VM3 Windows Password Replacement
" grACIUS Client s

Delets

Help

|Opens property sheet for the current selection,

Figure 16: VM configuration (6)

In the policy field you should find your newly created policy. Fill in the shared
secret you entered also in the RADIUS server properties on the ISA server. Click

Create.
Component Settings |
Component Type | RaDiUs Cliert |
Location I default
License Key Details.. |
Palicy Lahsz Policy
Showe Effective Policy Seftings... |
—RADIUS

Shared Secret

Confirm Shared Secret I T

I rTTT_

—Update History

Created On

Modified On

I 130472007 14:29:04

I 130472007 16:43:57

QK I Cancel | Apply | Help |

Figure 17: VM configuration (7)

All configuration is done by now. The next chapter shows you how to add a user
manually. In our policy we enabled the Dynamic User Recognition (DUR). So users

who get verified through the Active Directory, and are not known in the local

database, are automatically added. It also shows how to assign a DIGIPASS to a user.
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7 User configuration

The user creation steps you will find in this chapter are optional when you didn’t
activate the option Dynamic User Registration (DUR) and/or Password
Autolearn in your policy settings.

The assignment of a DIGIPASS can happen manually as explained in the steps below.
The user creation and DIGIPASS assignment steps depend on which database back-
end you installed VACMAN Middleware. Either you installed it with an ODBC back-end
or with an Active Directory back-end.

7.1 ODBC installation

7.1.1 User creation

User creation, while using an ODBC back-end, will happen in the DIGIPASS
Administration MMC. Right-click the Users folder and select New User ....

"fti dpmmc - [Console Root'Digipass AdministrationDC1\Users] ) - =10l x|
Ty Fle  Action  Yiew Favorites Window Help |;Ii|5|
o aERAB 2]ealT

[ Console Roat | Users  (displaying First 1)

El-& Digipass Administration [userp | Crganizational Unit | Domain User Hame Assigned Digipass

| & admin master

Mew »

Yiew 3

2 Mew Window from Here
Mew Taskpad View. ..

Refresh
Expork List...

Help

‘impﬂrt Users fram a file

Figure 18: ODBC User Creation (1)

DIGIPASS Authentication for GajShield GS Series - Integration Guideline V1.0
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Fill in the username and password fields. Optionally choose the right domain and
Organizational Unit and click the Create button.

® Ele  Acon  iew Favorites  Window  Help ‘;Iilﬁl
¢+ | B@EEE 28T

(23 Consols Root | Users  (displaying first 1)

-4 Digipass Administration

User D [testuser
Componients Donain [ master [detaut) =
-H2) Back-End Servers
& Domain Ongarizational Ut [ E
i 5 Organizational Unit
Stared Static Passward
Newy Passwvord [
Confirm =

[ Creste user account as Dissbled

Creal% I Close Help

Figure 19: ODBC User Creation (2)

The user will now show up in the Users list of you DIGIPASS Administration MMC. At
this point it will be exactly the same as when Dynamic User Recognition (DUR) was
enabled.

T{“ dpmme - [Console Root',Digipass Administration’,DC 1 Users]

ﬁ] File  Action  Wiew Favorites  Window  Help

3 =10 x|
el
4| A xR 2| ealT
[_1 Console Root Users  (displaying first 2)
=) O Digipass Administration User D | Organizational Linit | pomain I User Hame I #issigned Digipass |
= oct € admin master
9 Users

] &
2 % Digipass
%) Policies
Components
i % Back-End Servers
i Domain

- 2 Organizational Unit

Figure 20: ODBC User Creation (3)

DIGIPASS Authentication for GajShield GS Series - Integration Guideline V1.0
© 2008 VASCO Data Security. All rights reserved.

Page 18 of 18




M() THE AUTHENTICATION COMPANY

7.1.2 Import DIGIPASS
Right-click the DIGIPASS folder and select Import DIGIPASS... .

"fi dpmmc - [Console Root'Digipass Administration’DE14Digipass] e =lol x|
“fh Ele  Action  Yiew Favorites  Window  Help ‘;lilﬂ
¢+ DEERR2 88T
(L] Console Roat Digipass  (displaying First o)
-4 Digipass Administration Serial Humber | Qrganizational Unit | Domain | Digipass Tvpe | Application Names | Application Types 1
= @ glusgrs There are no items to show in this view,

S

- 5 pokce: T
g Compo i R
Back®l —

g Domair Wisw »
S Organi;  New Window From Here

New Taskpad Yiew...

Refresh
Export List...

Help

[Tmports DFX filegs) [

Figure 21: Import DIGIPASS (1)

Browse for your *.DPX file, fill in the Transport Key and look at your available
applications by pushing the Show Applications button. You can either import all
applications or only the ones you selected, by the Import ... buttons above and below
the Show Applications button.

‘i dpmme - [Console Root!Pigipass Administration’,DE I -0l x|
iﬁ Elle  Action Wiew Favorites ‘Window  Help ‘- = 5]
o - o x

(L] Console Roo D Fil

[ 4% Digipass — |
=68 oot File [CProgram FilessvASCOWALMEN Middleware 3xDFdemn dps Browss... | nophcabon Types [1

8 |
23] Key |111111T11111111111“111111111111
ST -
il O Applications | o, | Application Mame | Type | Import All &pplications R
% 4 1 APPL 1 RO
[ 2 APPL 2 oG i
.. g ! 3 APPL 3 R
Impart Selected doplications

i~ Impart Optian

™ Upgrade existing Digipass with activation codes from new DPX, file
[~ Import new Digipass Applications as inactive:

[~ Reserve new Digipass for individual assignment only

- Imiport Statuy
Current Serial Mo, I— Application l—
Applications Read l—

Applications lmported. [~

AppicationsFaled [ ShawErers. | S| ===l 3|
1 [ [—

- — - -

Figure 22: Import DIGIPASS (2)
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When the DIGIPASS is imported successfully you will receive a confirmation message.

‘T dpmme - [Console Root)Digipass Administratio gipass] =10l
% File Action View Favorites ‘window  Help |;|i|£|
- = ] O] x
%}i;n;ole Roa DR F
=] igipass AEEI ti TEE |
e Fil [CNPragram Fies\VASCOWACMBN Middiewars 3\D Fisdeme, dow Browse L
YN
=i Key I‘H111111111111111111111111111111
B . :
s Applications | ha, | application Mame [ Type | Import Al Applications
% 4 APPL 1 R

1
&0 z APRL 2 36 Show Applications
= 3 APPL3 R
Impart Selected Applications
Digipass Administration 5[

.
I” Uparade existing Digipas J) The file was imported successfully,

Import Options—————————

I Import new Digipass App

I™ Reserve new Digipass fc Oi@ I
~ Impart Statw
Current Serial Mo. 'W Application W
Applications Read '3—
Applications Imparted '3—

Applications Failed 0 Show Erors, | Stop | _I _’I
[— —

m — -

Figure 23: Import DIGIPASS (3)
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7.1.3 DIGIPASS Assignment

There are two possible ways to assign a DIGIPASS to a user. You can search for a
DIGIPASS and assign it to a user or you can search for a user and assign it to a
DIGIPASS. You can see the difference in the following two figures.

Right-click a user and select Assign DIGIPASS... or ...

'ifi dpmimic - [Console Root Digipass Administration\DC1 Users] e o [ 5]
aﬁ] File  Action Wiew Favorites  Window  Help | _Iﬁ' ll
= | AEXFE |2/ e @fT
C} Console Roak Users  (displaying First 2)
& Digipass Adinistration User ID CrganizationalUnit__ | Domain | User Mame | Assigned Digipass
B ‘E DEL & admin master
459 Users &
= % Digipass
= Policies Uniassign Digipass
g Components Administrative Privieges. .
: Back-End Servers Move...
i Domain e
- & Organizational Unit All Tasks 2
Delete
Properties
Help

|Assigns a Digipass Application to this User

Figure 24: DIGIPASS assignment (1)

... you can right-click a DIGIPASS and select Assign ... .

"fii dpmmc - [Console Root'Pigipass Administration’DC14Digipass]

o [=] B3]
iﬁ Elle  Action Wiew Favorites ‘Window  Help ‘ =8 5]
¢+ EXEE2 sanT
(L] Console Roat Digipass  (displaying first 1
[=-¢% Digipass Administration
= ¢8 pct

B Users w
{23 Digipass Uriassiar
TG Policies Reset Application
‘% Components HesetPIH
Back-End Servers Force PIN change
& Domain

b Actiyats Application. .
& oOrganizational Unit

Tnactivate Application. ..
Delete Application...
Move...

All Tasks 3
Delete

Properties

Help

Assigns the Digipass Application to a Users |

Figure 25: DIGIPASS assignment (2)
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If you leave the User ID blank and press the Find button, you will get a list of all the

available users in the same domain as the DIGIPASS. The usernames are partly
searchable too.

Notice: If no users show up, make sure the domains of the DIGIPASS and the user
match.

‘i dpmmc - [Console Root!Digipass

=10l ]
‘) Fle Action View Favortes Mindow Help |;|g|1|
2 AEXFR |2 ranT
=4 Digipass Administratian ation Mames Application Types |
=48 et —Selection Ciiteria

JAPPLZAP... RO,SG,CR
-l Users
43 Digipass User D [testuser

Palicies i |

Components
_%Back—EndSewer: Digipass Assigned " Mo ey 1% Either
g Dnman‘w ) I™ Search downwards in Organizational Unit kierarchy
- a Organizational L

Gias Period [daps] |7

~Find and Selecl

Mawimum no. of Lsers ta list [1 required) I1DD Find

Search Results

User Name Qrganizational Linit

‘ e |

Figure 26: DIGIPASS assignment (3)

When assigning a DIGIPASS to a user the same procedure will be applicable. You can
either select the desired option to search for a DIGIPASS or search through serial
number. Leaving all options blank will show all possibilities in the same domain.

When the DIGIPASS gets successfully added to your user you will get a confirmation
message.

"In dpmme - [Console Root' Pigipass Administration)DE

_iofx]
%) Fle Acton Wiew Favortes Window Help ‘_ &1 x|
t i@ XER 2 rd8T

(3 console Raot
El4P Digipass Administration
=&

Digipass  {displaying First 1)

Serisl Mumber | Orgsnizational Unit | Domain | Digipsss Type

Application Mames | Application Types | |
0097123456

master  DP30O APPL 1,APPL 2,AP... RO,SG,CR 1

L Compaonents
l% Back-End Servers
+ - il Domain

- &, Organizational Unit

Figure 27: DIGIPASS assignment (4)
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7.2 Active Directory installation

7.2.1 User creation

User creation, while using an Active Directory back-end, will happen in the Active
Directory Users and Computers MMC. Right-click a user and select Properties.
This can happen automatically when the Dynamic User Registration (DUR) option in
the policy settings is active.

ol
@ Eile  Action Wew ‘Window Help |_|_|- ﬂil
- aElr B XxXERE 2 b rSE

@ Active Directory Users and Compute | Users 23 objects

(- (L] Saved Queries e Type Description

= @ domain. jsm [
EI% Euiltin . mTE'I‘IEl i;zi . Members of this group ha...
Elr Smposts € supr doaaa This is a vendar's account ..
[ Domain Controllers Disable Account
: 3 ﬁzﬁthen . Designated administrators. ..
EH::I ForeignZecurityPrincipals !ﬁRAS Reset Password.., 5 thi
. a . Servers in this group can ...

ﬁ TWwaM o Built-in account Far Intern...

ﬁ IUSR_ TR I Built-in account Far anony...
{ﬁus_w 2ne oo Eane . 115 Worker Process Group
ﬁzHe\pSw Send Mal .. Group For the Help and Su...
%Gusst all Tasks ¥ Built-in account For guest ...
mGrUuu ~— .. Membersin this group can...
mEnter[ Cut .. Designated administrators. ..
ﬁ dppos Delete PoskgreSOL service account
ﬁanma\ e .. Al domain users

ﬁanma\ Properties .. &l domain guests

ﬁanma\ .. Al domain contrallers in th...
Domal__ =R .. All workstations and serve. .

mDoma\n Admins  Security Group ... Designated administrators..,

!ﬁDnsUpdatePrm Security Group ... DNS dlients who are permi...
!ﬁDnsAdmins Security Group ... DNS Administrators Group

ﬂ citrixl User
mCert Publishers  Security Group ... Members of this group are...
ﬂ Administrator  User Built-in account Far admini. ..

[ |

!ODEI‘IS property sheet for the current selection, |

Figure 28: Active Directory User Creation (1)
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In the DIGIPASS User Account tab you will see a field to manually add a password.
This can also be automatically filled by enabling the Password Autolearn option in the

policy settings.

£ Active Directory Users and Computers o ]
@ File Action Wew ‘Window Help | = (=] =]
B o I I e
At ‘ | é{: E ‘ testuser Properties llil
@ Active Directory Users and Com
- (2] Saved Gueries Member Of | Diakin | Enwironment | Sessions I Remate control
E-@ domain.jsm Temminal Services Profile COM+
(1 Buikin General | Address | Account I Profile | Telephones I Organization
(1 Computers %> Diginass Lser Accaunt 4 Digipass Assignment
{1l Domain Controllers X
#1-(] ForeignSecurityPrincipal [ Stored Static Password
L4 Users New Pazsword I ““““
Confirm Passward |*“”1
i~ Authentication Policy O werrid
Local Authenticatian Default - [~ Digabled
Back-End Authentication | Diefaylt - [~ Locked
r— Usze Digipaszs from Another Account
Linked User Account |
Lirk User Account. I Urlink U ser Accotnt
Athorization Frofiles/étiibutes I
r— Update Histor
Cieated On | %
Modified On |
(1] I Cancel Apply I Help |
‘ | jl

Figure 29: Active Directory User Creation (2)

After clicking the Apply button you will see the Update History fields being filled with

the current date and time. When these fields are filled it means the DIGIPASS account
exists and can be used.

£ Active Directory Users and Computers

1} =101x]
é File Action Y¥iew Window Help |;|i|i|
""ll%a‘ e e o R T S = s T

@ Active Directory Users and Com
-1 Saved Queries
E- @ domain. jsm
[#1-(] Builtin
-] Computers
[#-{£1] Domain Controllers
CI ForeignSecurityPrincipal
a Users

testuser Properties I

Member Of | Diakin | Enviranment I Sessions | Remote control

COM+

Terminal Services Profile

2l

General I Address I Account l Profile | Telephanes | Organization
‘& Digipass Lser Account

i Stored Static Password

'& Digipazs Azsignment

New Password

Confirm Pagsword

[~ Authentication Policy Overrids

Local Authentication

Default ~| [ Disabled
Back-End Authentication | Default vl I Locked

~ Use Digipass from Another Account

Linked User Account |

Link Uzer Accaunt |

Urlink Userheceur |

Authorizatior Profiles/dttitutes

N

— Update Histor
Created On [19/09/2008 14.55:22
Modified On |1 9/08/2006 14:56:22
OK I Cancel Ay I Help I
E—— | |
[

Figure 30: Active Directory User Creation (3)
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7.2.2 Import DIGIPASS

To make sure you can see the DIGIPASS folders in the MMC, go to View and select
the Advanced Features. This way you will see the DIGIPASS folders.

-fl Active Directory Users and Computers 2 ;IEIEI
@ File  Action | Wiew Window Help |;|i|i|
- = | |E Add{Remove Colurmnns... TR

g Active Direckor Large Icons

-] saved Que  Small Icans
E-f@ domain.jsn List
[ [ Buitin e Detal

Members of this group ha. .

-

E:fg ;z:g:: Lisets, Groups, and Computers as containers This. isa vendur'.s fiEEUUHt
e & Foreigr roup ... Deslgnat.ed a.dmlmstraturs.”
{'] iseia Ellter Optians... faroup ... Servers in this group can ...
Built-in account for Intern. ..
Customize... Built-in account for anony...

ﬁfIIS_\NPG Security Group ... IS Worker Process Group
ﬁEHe\pSaNices... Security Group ... Group For the Help and Su. ..
Guest User Built-in account for guest ...

!ﬁGroun Policy ... Security Group ... Members in this group can...
mEntErprise M., Security Group ... Designated administrators..,
ﬁ dppostgres User PostgreSQL service account
!ﬁDUma\n Users  Security Group ... All domain users

mDomam Guests  Security Group ... All domain guests
!ﬁDnmam Cont... Security Group ... Al domain controllers in th...
!ﬁDnmam Com... Security Group ... All workskations and serve...
ﬁanmam Admins  Security Group ... Designated administrators...
ﬁansUpdatePru. Security Group ... DNS clients wha are permi...
mDnsAdmins Security Group ... DNS Administrators Group

ﬂ citrixl User
!ﬁCert Publishers  Security Group ... Members of this group are...
ﬁ Administrator  User Built-in account For admini. ..

[ E— |

|Enab\es;‘disables adwanced features and objects

Figure 31: Import DIGIPASS (1)

Right-click the DIGIPASS-Pool folder and select Import DIGIPASS ... .

¢ Active Directory Users and Computers _ 2 |EI ﬂ
@ Ele Action Wew ‘indow Help |_|_|- = ll
e~ aEi B XERR R BEhvEE

@ Active Directary Users and Compute | Digipass-Pool 0 objects

-] Saved Queries Name © [ Tvpe [ Description |
E-@ domain. jsm
-2 Builtin There are no items ko show in this view.

B[ Computers
E[D Digipass-Configuration
B[] Digipas ~ Delegate Contral...
-] Domain Move...

- Cirovo O —
[ [0 Lostan Digipass Extendth Version

E""D NTDS C Digipass Extension Encryption Settings

B Prograr Digipass Extension Tracing
-] System Eind

B[ Users
[ew 4
All Tasks 3
View L3

Mew Window from Here

Zuk

Delete
Rename
Refresh
Export List...

Properties

Help

[ —— |

|Imports DP¥ Fileis) ko current location

Figure 32: Import DIGIPASS (1)
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Browse for your *.DPX file, fill in the Transport Key and look at your available
applications by pushing the Show Applications button. You can either import all
applications or only the ones you selected, by the Import ... buttons above and below
the Show Applications button.

™ Import new Digipass Applications as inactive

I™ Reserve new Digipass for individual assignment only

I™ Upgrade existing Digipass with activation codes from nevw DPX file

i Import Statu;

Cument Seial Mo
Applications Read
Applications |mported

Applications Failed

—
——
——
=

Application I

Shot Emore.. I Stap) |

Cloze | Help I

4 Active Directary Users and Com AT =10 x|
FTE
=D Fil
File: IC “Program Files\YASCOWACMAN Middeware 3\DF=\demo.dpx Browse. |
ey |11111111111111111111111111111111
Applications | Mo, | Application Mame | Type | Irnport A1 Aupl\cat\unst |
1 APPL 1 RO
Z APPL Z 5G i
3 APPL 3 R
|mpottSelected Bpplications |
i~ Impart Option:

Figure 33: Import DIGIPASS (1)

When the DIGIPASS is imported successfully you will receive a confirmation message.

™ Upgrade existing Digipass with activation codes from news DP5 file
I Impott new Digipass Applications as inactive

I™ Reserve new Digipass for individual assignment anly

e St B
= < -

Current Serial Mo, 0057123458 Applic L1 J The file was imparted successfully.

Applications Read 3

Applications Imparted 3

Applications Faied [0 Show Emars.. | S|

Cloze | Help I

£ Bctive Directory Us d Cx T =10 x|
Import Digipass x| | =181
r~ DF Fil
File IE “Program Files'WASCOWACMAN Middieware 3\DF=5demn. dpx Browse. |
Key I'I'I'H11'\'\111111111111111111111111
Applications | pa, | application Mame | Type | Import All Applications I
1 APPL 1 RO
z APPL 2 5G S how &pplications I
3 APPL 3 R
|mport Selected &pplications |
 Impart Option:

Figure 34: Import DIGIPASS (1)
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7.2.3 DIGIPASS assignment

There are two possible ways to assign a user to a DIGIPASS. You can search for a
DIGIPASS and assign it to a user or you can search for a user and assign it to a
DIGIPASS. You can see the difference in the following two figures.

Right-click a User and select Assign DIGIPASS... or ...

RTTE
@ File Action Wew ‘Window Help |- &) x|

o IE LB XE R 2 R va T

@ Active Directory Users and Compute | Users 24 objects
[ Saved Queries Hame © Type Description
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Ejl:l E.omputercs i . QSUPPO Addto a QVE.IUD..‘ This is & vendor's account ..
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f o ﬁRAS ar Digable Account Servets in this group can ...
[#-(1] Digipass-Reserve %krbt : Reset Password. .. Bt s
[¥-{€3] Domain Controllers g Mava B_V .|s e e Ry
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[ NTDS Quotas !ﬁIISiWF ;p i L 115 'Worker Process Group
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¢Toomair__Help L Al workstations and serve. .,
mDUma\n Admins  Security Group ... Designaked administrators...
mDnsUpdatePr.u Security Group ... DNS clients who are permi...
mDnsAdmins Security Group ... DNS Administrators Group
ﬂ citrixl User
ﬁECert Publishers  Security Group ... Members of this group are...
ﬁ Administrator  User Built-in account Far admini...
| =l

|Assigns a Digipass to the selected Users |

Figure 35: DIGIPASS Assignment (1)

... right-click a DIGIPASS and select Assign DIGIPASS ... .

-.{4 Active Directory Users and Computers 3 = |EI 5[
@ File  Action Mew ‘Window Help |_|_|- <) i'
e EE| B XERE 2 e TEE
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5 (] Buikn S -
Ell:i Computers Unassion Digipass
ED Digipass-Configuration Reset Application
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Figure 36: DIGIPASS Assignment (2)
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If you leave the User ID blank and press the Find button, you will get a list of all the

available users in the same domain as the DIGIPASS. The usernames are partly
searchable too.

4 Active Directory Users and Computers W

_lolx]
@ File  Action Wew Window Help | i ﬂlil
s BEYE XFRE R e8hTSE
@ Active Directory Users and Compute | Digipass-Pool 1 objects
=3 Saveﬁ guenes Mame © | Tpe | Description |
=2 domain.jsm W 0097123456 Digipass

({2 Buiktin
EIE:I Digipass-Configuration 2 .
E!a B r~ Belection Criteria
[#1-(] Digipass-Reserve Lser ID |testuser
[*-{€5] Domain Controllers
H 7 To I
EICI FareignSecuribyPrincipals
(] LostAndFound Digipass Assigned (" Mo " Yes i+ Either
(] NTDS Quotas
&[] Program Data IV Search downwards in Organizational Linit hierarchg
-] System
LG8 Users Grace Period (days) [7
~Find and Select
hdaximum no. of Lsere to list (1 required) 100 Find |
Search Results
Lser Id | Liser Name | Crganizational Unit |
testuser testuser Users
4 | | oK % Cancel Help

Figure 37: DIGIPASS Assignment (4)

When assigning a DIGIPASS to a user the same procedure will be applicable. You can
either select the desired option to search for a DIGIPASS or through serial number.

Leaving all options blank will show you all possibilities. Remember to check the
“Search upwards ...” checkbox.
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8 GajShield VPN test

Open the VPN Client, select the correct tunnel and click the Open Tunnel button.

& GajShield YPN Client

File ¥PM Configuration View Tools 7

GAJ SHIELDI

Security Simplified IRSEC VPN CLIENT

Phase 2 (IPSec
@ Conzale
28 Parameters Marne |Tunnel1
% Cannections WPN Client address | 182 0188, 2 0 M
- @ Rioat Address type |Subnet address j
- &5 65_hsCo Femote LAN address | 192 . 168 2 1]
® B
SubnetMask | 955 255 255 . 0
ESF
el ’—_|3DES - P2 Advanced...
Authentication  |MD5 - Scripts
Mode | Turinel -
[+ PF5 Group  |DHS[1536) - Open Tunnel
Save & Apply
= VPN ready Tunnel &
Figure 38

Enter the Login and a One-Time Password in the fields and click OK.

_‘.,&3;:- GAJ SHIEL DI

Security Simplified

IPSEC VPN CLIENT

Phase 2 (IPSec C
@ Conzale
PRV &) ooooo] meeooss Authentication
% Connect] 44
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T | Tunnel [l
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= VPN ready Tumnel @&
Figure 39
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The VPN Tunnel will be opened and the client will be connected to the server.

& GajShield VPN Client A=

File WPM Configuration Wiew Tools 7

GAJ SHIELDI

Security Simplified IPSEC VPN CLIENT
Phase 2 (IPSe
@ Conzole
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(E_B Connections WPM Client address | 192 016 . 2 . a4
- @ Rioat Address type |Subnet address j
--5% Gs_vasCo
iy Remote L&N addiess | 192 . 168 . 2 . 0
) Tunnell
SubnetMask | 255 255 . 255 . 0
ESP
Encryption | 30ES = F2 idvanced...
Authentication  |MD5 - Scripts
Made | Tunnel -
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Save & Apply
= | VPM Tunnel opened Tunnel @
Figure 40
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9 VACMAN Middleware
features

9.1 Installation

The VACMAN Middleware (VM) installation is very easy and straightforward. VM runs
on Windows platforms, supports a variety of databases and uses an online
registration. Different authentication methods allow a seamless integration into
existing environments.

9.1.1 Support for Windows 2000, 2003, IIS5 and 11S6

VM can be installed on Windows 2000 and Windows 2003. Web modules exist for 11S5
and 11S 6 to protect Citrix Web Interface, Citrix Secure Gateway, Citrix Secure Access
Manager (Form-based authentication), Citrix Access Gateway and Microsoft Outlook
Web Access 2000 and 2003 (Basic Authentication and Form-Based Authentication).

9.1.2 Support for ODBC databases and Active Directory

Any ODBC compliant database can be used instead of the default PostgreSQL database
(MS SQL Server, Oracle). Since Version 2.3 of VACMAN Middleware, AD is not only
intended for storage of DIGIPASS anymore, but configuration and management of
your DIGIPASS infrastructure is now also full integrated into the AD management
tools. This option requires an AD schema update.

9.2 Deployment

Several VACMAN Middleware features exist to facilitate deployment. Combining these
features provides different deployment scenarios from manual to fully automatic.

9.2.1 Dynamic User Registration (DUR)

This feature allows VM to check a username and password not in the database with a
back-end RADIUS server or a Windows domain controller and, if username and
password are valid, to create the username in the VM database.

9.2.2 Autolearn Passwords

Saves administrators time and effort by allowing them to change a user’s password in
one location only. If a user tries to log in with a password that does not match the
password stored in the VM database, VM can verify it with the back-end RADIUS
server or the Windows domain controller and, if correct, store it for future use.

9.2.3 Stored Password Proxy

Allows VM to save a user’s RADIUS server password or Windows domain controller
password in the database (static password). User’s can then log in with only username
and dynamic one-time password (OTP). If this feature is disabled, users must log in
with username and static password immediately followed by the OTP.

9.2.4 Authentication Methods

Different authentication methods can be set on server level and on user level: local
authentication (VM only), Back-End authentication (Windows or RADIUS). On top of
that a combination of local and back-end can be configured. The additional parameters
‘always’, ‘if needed’ and ‘never’ offers you additional customization of the back-end
authentication process.
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The configuration of authentication methods is done within the policy (policies).

9.2.5 Policies

Policies specify various settings that affect the User authentication process. Each
authentication request is handled according to a Policy that is identified by the
applicable Component record. Components can be radius clients, authentication
servers or Citrix web interfaces.

9.2.6 DIGIPASS Self Assign

Allows users to assign DIGIPASS to themselves by providing the serial number of the
DIGIPASS, the static password and the OTP.

9.2.7 DIGIPASS Auto Assign

Allows automatic assignment of the first available DIGIPASS to a user on user
creation.

9.2.8 Grace Period

Supplies a user with a certain amount of time (7 days by default) between assignment
of a DIGIPASS and the user being required to log in using the OTP. The Grace Period
will expire automatically on first successful use of the DIGIPASS.

9.2.9 Virtual DIGIPASS

Virtual DIGIPASS uses a text message to deliver a One Time Password to a User’s
mobile phone. The User then logs in to the system using this One Time Password.

Primary Virtual DIGIPASS

A Primary Virtual DIGIPASS is handled similarly to a standard physical DIGIPASS. It is
imported into the VACMAN Middleware database, assigned to a User, and treated by
the VACMAN Middleware database as any other kind of DIGIPASS.

Backup Virtual DIGIPASS

The Backup Virtual DIGIPASS feature simply allows a User to request an OTP to be
sent to their mobile phone. It is not treated as a discrete object by VACMAN
Middleware, and is not assigned to Users, only enabled or disabled. It can be enabled
for Users with another type of DIGIPASS already assigned, and used when the User
does not have their DIGIPASS available.
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9.3 Administration

9.3.1 Active Directory Users and Computers Extensions

Since VACMAN Middleware version 2.3, Managing the users and DIGIPASS can be
done within the Active Directory Users and Computers section. Selecting the
properties of a user, offers complete User-DIGIPASS management.

Administrator Properties E. d S

Published Certficates | Member0f | Diskin | Obisct | Security
Enviranment I Sessions I Remate contral I Teminal Services Profile
General I Address I Account I Profile I Telephones | Organization
COM+ | @ Digipass User Account Digipass Assignment
— Assigned Digipa

Setial Murnber

Manage... |

— Assignment Statu:

[rate Assigned I24.-"DS.-"2DDB 170335 Aszign... |
Grace Period End |31 /08/2006 _E_l Unazzign |

— Backup Virtual Digipa
Enable BVDP I Default A l
Enabled Unti [ Bl

Uzes Remaining I

0k | Cancel | Lpply | Help

Figure 41: VM Features (1)

9.3.2 Administration MMC Interface

A highly intuitive Microsoft Management Console (MMC) exists to administer the
product. An Audit Console is available to give an instant view on all actions being
performed on the VM. Both can be installed on the VM server itself or on a separate

‘F,'“ dpmmc - [Console Root',Digipass Administration\,CSG\Users] - i ]| 5||
By Fle Action Wiew Favorites Window Help ‘ _|= 5||
e« BEBEL2 e80T
I;l Console Rook Users  (displayina first 2)
E 4 Digipass Administration User ID [ Organizational Unit__| Domain | User Mame | Assigned Digipass
R B
admin master

S & vascormo master

U Digipass

B Policies

“; Components
\% Back-End Servers
i@ Domain

& Organizational Unit

Figure 42: VM Features (2)
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9.3.3 User Self Management Web Site

A web site running on IS has been developed to allow users to register themselves to
the VM with their username and back-end (RADIUS or Windows) password, to do a
DIGIPASS self assign, to update their back-end password stored in the VM database,
to do a change PIN (Go-1/Go-3 DIGIPASS), to do a DIGIPASS test.

ass Self Service

L]
u
>
-
L]
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@
w
w
w
L]
a
ug)
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Figure 43: VM Features (3)

9.3.4 Delegated administration

Administration can be delegated by appointing different administrators per
organizational unit (OU). These administrators can only see the DIGIPASS and users
that were added to his OU.

9.3.5 Granular access rights

It is possible in VACMAN Middleware to setup different permission per user. This can
be in function of a domain or an organizational unit. Administrators belonging to the
Master Domain may be assigned administration privileges for all domains in the
database, or just their own domain. Administrators belonging to any other Domain will
have the assigned administration privileges for that Domain only.

It's possible to set different operator access levels.
E.g. A user can be created that only has the rights to unlock a DIGIPASS.
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Figure 44: VM Features (4)
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10 About VASCO Data Security

VASCO designs, develops, markets and supports patented Strong User Authentication
products for e-Business and e-Commerce.

VASCO'’s User Authentication software is carried by the end user on its DIGIPASS
products which are small “calculator” hardware devices, or in a software format on
mobile phones, other portable devices, and PC'’s.

At the server side, VASCO’s VACMAN products guarantee that only the designated
DIGIPASS user gets access to the application.

VASCO'’s target markets are the applications and their several hundred million users
that utilize fixed password as security.

VASCO'’s time-based system generates a “one-time” password that changes with every
use, and is virtually impossible to hack or break.

VASCO designs, develops, markets and supports patented user authentication
products for the financial world, remote access, e-business and e-commerce. VASCO'’s
user authentication software is delivered via its DIGIPASS hardware and software
security products. With over 25 million DIGIPASS products sold and delivered, VASCO
has established itself as a world-leader for strong User Authentication with over 500
international financial institutions and almost 3000 blue-chip corporations and
governments located in more than 100 countries.
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